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 Abstract: Blockchain is used to assess health records digitally, preserving the security and immu-
tability of the records. The goal of this study is to make it easier for patients to access their medical 
records and to send them alert messages about important dates for their check-ups, healthy diet, and 
appointments. To achieve the above-mentioned objective, an integrated approach using Blockchain 
and Deep learning is initiated. The first approach is Hyperledger Fabric in Blockchain, i.e., private 
Blockchain, for storing the data in the medically documented ledger, which can be shared among 
hospitals as well as Health organizations. The second approach is incorporated with a deep learning 
algorithm. With the help of algorithms, we can analyse the ledger, after which an alert   i.e. consul-
tation, health diet, medication, etc., will be sent to the patient’s registered mobile device. The pro-
posed work uses nine features from the dataset; the features are identification number, age, person 
gender, disease, weight, consultation date, medication, diagnosis, and diet specification. The study 
is conducted with several features to give accurate results. The integrated model used in this sug-
gested piece of work automates the patient's alert system for a variety of activities. In terms of pre-
cision, recall, and F1 score, testing data demonstrate that the LSTM performs better than the other 
models. By working together with the calendar software on Android mobile devices, alert systems 
can be improved in the future. 
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1. INTRODUCTION 

Blockchain is a stable, secure, shared and distributed 
platform. It is a ledger that processes and records data. It pro-
vides a trusted solution for attackers and tries to control the 
system by compromising the central controller. It is a new 
technology that is useful [1] for safeguarding both tangible 
items (such as money, homes, automobiles, and land) and 
non-tangible items (such as patents, digital records, and intel-
lectual property rights). For the vast majority of the data, 
maintaining current accuracy serves as a snapshot of the cur-
rent situation. Blockchain databases are now able to store 
meaningful as well as previous information. In Blockchain 
technology, data creation with its own consistent history. 
They grow as ever-growing repositories of their past over 
time and provide a true picture. It is a costly expense to re-
duce or modify the data, which has led to people calling the 
Blockchain database irreversible. 

In this modern era, many health organizations do not 
keep a physical record of patients’ medical information, in-
cluding their diagnostic checkup and their treatments; how-
ever, they do maintain these records electronically, which are  
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kept safe and guarded. The term "Electronic Health Record 
(EHR)" refers to a computerised record of a patient's medical 
history that is updated over time by the physician. It can in-
clude all pertinent clinical management data that is important 
to caregivers, such as progress notes, problems, medications, 
key indicators, past medical histories, vaccinations, labora-
tory information, and radiology reports. The EHR has access 
[2-6] to the data and the capacity to simplify medical tasks. 
Through a number of methods, including evidence-based 
decision support, quality management, and result reporting, 
the EHR can also directly or indirectly subsidies other opera-
tions. There are a few issues with current EHR maintenance, 
including: 

1. Deciding whether to believe a company that stores 
health records digitally. 

2. Tampering and loss of medical information. 
3. It was challenging to find the patient's history to rec-

ommend treatments. 
4. How to obtain patient information in an emergency 

and whether it can be trusted. 
The paper presents a storage approach that uses a Block-

chain Hyperledger fabric to store patient data with improved 
confidentiality and security in order to get beyond all these 
limitations. Without that patient's permission, no one else is 
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allowed to examine their medical records. Other users, such 
as doctors and healthcare providers, should possess an elec-
tronic certificate from the government in order to join and 
have access to medical health records in the Blockchain net-
work. Only doctors, nurses, and clinicians would be allowed 
to perform CRUD operations in the block. The block's data 
can be obtained using the hash value. The patient's block is 
then monitored using a recurrent neural network technique 
with long short-term memory (RNN-LSTM). Following that, 
the performances of RNN-LSTM and RNN-GRU are con-
trasted. Once the patient block has been verified, an alert 
will be sent to the patient's registered device. 

1.1. Motivation 

The incredibly sensitive data in electronic health records 
make it very likely that hackers will misuse the records when 
they are stored centrally [7,8]. The patients also keep track of 
their records for appointments for routine consultations, pre-
scriptions, diagnoses, etc. The purpose of this work is to de-
sign an alert system for the sick person and evaluate the 
medical records electronically using a deep learning mecha-
nism that is recorded in the Blockchain. 

1.2. Improvement 

A private, trusted Hyperledger fabric is used for storing 
the patient's medical records for security purposes. It employs 
the RNN-LSTM and RNN-GRU mechanisms to evaluate the 
blocks (the patient's EHR). For the benefit of the patient, an 
alert system is made for activities like reminders for the next 
appointment, prescription, and diagnosis. Analysis is per-
formed on the RNN algorithm's behavior and effectiveness. 
As a result, the EHR is stored on a dependable Hyperledger 
fabric [9,10]. The deep learning Recurrent Neural Network 
algorithm examines the medical records and develops an 
alarm system to remotely monitor the patients. 

1.3. Composition of the Paper 

The structure of the paper is as follows: Literature Survey 
discussed in part II. Materials and procedures are described 
in part III. The results are discussed in part IV. The closing 
process is mentioned in part V. 

2. LITERATURE SURVEY 

A distributed network of nodes' fixed data structure is 
known as a Blockchain. It was first made available as a tech-
nology through the cryptocurrency Bitcoin, which claims to 
have invested $ 180 billion in the market. Since “January 
2018” [2] they have offered a solution to the issue of double 
money trading in digital transactions. Numerous platforms 
and applications have been proposed to make use of the ad-
vantages provided by the growing interest in Blockchain 
technology. Banks, healthcare, real estate, the Internet of 
Things, and other 

Industries have all received papers outlining the ad-
vantages of this technology. Due to the growing concern 
about the use of fraudulent medical certificates and instruc-
tions in the healthcare sector. We have proposed a secretive 
e-Certificate site using Blockchain benefits. Many documents 
have discussed the appropriateness of Blockchain technology 

for digital certificates or education certificates, but we have 
not found any work related to e-certificates confirming confi-
dentiality registered in the literature. Other activities in the 
same area are discussed next. 

A study by Gordon and Catalini [9] examined the poten-
tial advantages of Blockchain technology for the healthcare 
sector. Hospitals, pharmaceutical corporations, and other 
stakeholders govern the healthcare sector. They cited the 
need for information exchange as the primary justification 
for using Blockchain in the healthcare industry. The study 
also identified four reasons or mechanisms for why Block-
chain technology needs to be applied in the field of health 
care. This includes how to handle patient identity, instant 
access to clinical records, and digital access rights to data. It 
also covers the storage of data both on and off the chain. The 
study included difficulties or impediments to using Block-
chain technology. 

Using the Hadoop database, Sahoo and Baruah [10] have 
created an unrivalled Blockchain platform. They recom-
mended leveraging the distribution offered by the fundamen-
tal Hadoop database and the power-sharing offered by 
Blockchain technology to address the issue of Blockchain 
failure. The Blockchain above this framework uses a Block-
chain archive in the Hadoop database; nevertheless, blocks 
are saved in the Hadoop database to facilitate the develop-
ment of Blockchain technology. This study proposes the usage 
of the Hadoop database system and the SHA-256 hashing 
used for Blockchain transactions to address the issue of scal-
ing the Blockchain platform. Java was the programming lan-
guage employed in this artwork. 

When MedRec [11-23] was initially created, it became 
the initial working model implemented for a digital sick per-
son health record system to manage that would be made pos-
sible using Blockchain technology. On the Ethereum Block-
chain, comprehensive accessibility data may be backed up. 
Healthcare organizations do not maintain the Blockchain. This 
suggests that the data may still be stolen or used improperly. 
A health wellness management system, like Ivan's [22], en-
crypts sick person keys while data is kept on the Blockchain. 
Researchers and medical facilities decode the data using the 
patient's public key with the patient's consent. On the other 
hand, we provide our sick persons having complete authori-
zation to be owners of their own data so that they can man-
age the rights of whosoever has access to it. 

Each node in the Blockchain is given a distinct set of pub-
lic and private keys when they sign up for the network. We 
may introduce authentication, non-repudiation, and integrity 
into the network by using asymmetric cryptography. Every 
time a transaction occurs, it is verified by the user's private 
key and broadcast to the surrounding nodes. Before relaying the 
transaction farther into the network, the other nodes cross-
check and validate it using the public key. The fraudulent 
transactions are eliminated. Some of the nodes, known as 
miners, gather all the transactions in that time window after a 
predetermined amount of time and package them into a time-
stamped block. As soon as a new block is mined, other nodes 
check to see if it contains valid transitions; if so, the block is 
broadcast; otherwise, it is discarded. After predetermined 
intervals of time, this procedure keeps repeating. The intro-
duction of transactions and blocks gradually builds confi-
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dence while the nodes initially operate in a trustless envi-
ronment. As a result, all transactions are verified before re-
laying, and similarly, blocks are mined by nodes with a spe-
cific level of trust. As a result, it is claimed that the confi-
dence in a Blockchain develops into a network attribute [24-
32, 33]. 

To mine the block and update the Blockchain at regular 
intervals, the nodes within it must unanimously agree on a set 
of ordered transactions. In a perfect world, the answer is to 
decide on the block that was mined by the most nodes. How-
ever, the Sybil attack, in which a single person adds several 
nodes to impact the block's mining decision, poses a serious 
risk. Transactions cannot be undone after a block is mined 
using a miner and after it has been locked [34]. Because the 
asymmetric key combination is used to validate the transac-
tions so that no one can subsequently dispute their involve-
ment in the transactions, this is how Blockchain maintains 
security. The set of transactions and transaction counter that 
comprise the block's body define how many transactions a 
block can carry based on the size of the transactions 
[34,35,36]. 

The Internet of Medical Things (IoMT) and smart con-
tracts are discussed in this article along with how they can be 
applied to the e-healthcare industry. The research analyses 
the directions that smart contracts and decentralisation will 
take the IoMT in e-healthcare [37], suggests a novel architec-
ture, and discusses the benefits, drawbacks, and potential 
future directions of their combination. In comparison to con-
ventional methods, the suggested architecture demonstrates 
its effectiveness using average packet delivery ratio, average 
latency, and average energy efficiency performance characteris-
tics. 

The author of this paper proposed a widely accepted 
Blockchain-based educational framework for a broad range 
of stakeholders, including universities, enterprises, and other 
institutions of higher learning that are willing to cooperate as 
part of the framework [38]. This system helps stakeholders 
validate academic credentials and course credits for students 
enrolled in universities that can be distributed digitally. The 
planned project would grant credits to enrolled students at 
various universities when they successfully complete courses 
in tokens. The funds will function as transactions that are 
mined as blocks and added to the longest chain. It will func-
tion in a uniform setting where all stakeholders cooperate 
despite obstacles posed by governmental regulations and 
administrative procedures. 

In this study, a novel concept known as patient-centric 
healthcare data management is proposed (PCHDM). This 
suggestion functions both on chain and off chain. In off-
chain systems, genuine health data is encrypted and kept se-
curely over the interplanetary file system, while hashes of 
health records are stored as health record chains in Hy-
perledger fabric in on- chain health record databases (IPFS). 
By confirming patient wishes before sharing health details, a 
secure smart contract hosted by container technology and 
Byzantine Fault Tolerance consensus ensures patient privacy 
[39]. Hyper ledger calliper benchmarks are used to measure 
the performance of distributed ledger technology in terms of 
transaction latency, resource usage, and transaction per se-

cond. The model gives participants greater confidence in 
working together and sharing their medical details. 

In this article, integrated deep learning and Blockchain 
services were proposed. Two steps are required to complete 
this. Lattice cryptography is required for authentication in 
the first section, and deep learning services are employed in 
the second section to store a data set of electronic health rec-
ord details for disease prediction in the future in accordance 
with the performance KPIs provided. In order to increase 
accuracy, data must then be compared across many parame-
ters. With regard to the parameters used for comparison, the 
recently concluded suggested framework called BinDaas 
performs better than the other existing approaches [38-40]. 

According to the findings of the above survey, there are 
several important areas that require additional attention. 
First, the timely availability of patient health records, fol-
lowed by the necessity to raise medication alarms and any 
alarms for urgent appointments. In order to give more securi-
ty, immutability, and the requirement to foster confidence 
between doctor and patient, so that both can reap equal bene-
fits, an integrated approach is created while keeping the 
above factors in mind. This method also allows us to assess 
how useful these records are for medical professionals. 

3. METHODOLOGY 

A. Hyperledger Fabric 

When Blockchain technology first emerged, the MedRec 
Hyperledger fabric was a plug-and-play (modular) open-
source platform that built distributed ledgers, enabling high 
levels of data security and privacy. (Fig. 1) depicts the Hy-
perledger fabric architecture [12]. Through the fabric SDK, 
the client surrenders the transaction pool to the endorser. 
Peers who endorse each other validate the transaction, carry it 
out, and produce the read and write sets. The client is then 
informed of the response. The client gathers all peer respons-
es and then sends them to the "orderer." In this instance, the 
orderer places all transactions in ascending order, which is 
followed by the formation of a block. Each committer veri-
fies this block and as a result, adds a new block to their indi-
vidual copy of the ledger. 

The key part of Fabric is the Membership Service Provid-
er, which establishes a rule to admit members only after au-
thentication and verification [14, 15]. It oversees the client's 
legitimacy and User ID. The customer is the one who origi-
nates the transaction proposition. In Blockchain, every trans-
action must be recorded in the shared ledger in a specific or-
der. The order in which updates are made must be established 
for the world state to be legitimate. 

B. RNN Long Short-Term Memory 

A recurrent neural network is a special kind of deep learn-
ing that uses the results of one phase as the input for the sub-
sequent. Recurrent neural networks can understand the long-
term dependencies of data because of a special type called 
LSTM. The repeating module of the LSTM, which consists 
of a combination of four separate layers coupled to one an-
other, facilitates this form of learning [16, 4]. The procedure 
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Fig. (1). Hyperledger fabric layered architecture. (A higher resolution / colour version of this figure is available in the electronic copy of the 
article). 

 

Table 1. Abbreviations. 

EHR Electronic Health Record 

SP1 Sick Person 

PH1 Physician 

EU1 End User 

SPK Sick Person Private Key 

SUK Sick Person Public Key 

SK Session Key 

PPK Physician Private key 

SPV Sick Person View of Data 

 

 
Fig. (2). LSTM RNN Layered Architecture. 

 
is shown in Fig. (2), along with the three-layered architec-
ture, where the embedding layer feeds the Encoder-LSTM 
network with the pre-processed input. Then it moves on to 

the attention layer, which serves as the intermediary layer, 
where it helps the decoder focus on particular areas of the 
fixed-size vectors. 
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C. System Model 

Due to the high security and privacy of medical data, this 
study uses the Blockchain [18,19] to store all of the patient's 
electronic health records, which cannot be accessed by out-
side parties or online attackers. These kinds of medical data 
can be saved using Hyperledger Fabric. Inter Planetary File 
System (IPFS) is used, which offers a remedy for file storage 
issues. Large files may be stored and retrieved effectively 
with IPFS. To protect privacy, medical records are encrypted 
with symmetric key encryption. The record is kept secure by 
being saved in an encrypted format on an IPFS server that is 
overseen by the proper authorities. An organization must 
first receive permission to access the patient's record. 

1. To decode the record, a private key is required. 
2. The key is encoded using the asymmetric key and 

public key RSA key pair. Access to a health records 
may be removed if: 

3. The asymmetric key is decrypted by the private key 
connected to the EHR owner. 

4. The EHR is decoded using the asymmetric key. 
5. The record is once more encoded using a new asym-

metric key. 
6. The public keys of all allowed users are used to 

complete the encoding of the asymmetric key. 
The model of the system is shown in Fig. (3). It accepts 

the input (digital medical records) from physicians or medi-
cal experts as well as health wellness providers, which is to 
be fed into the Hyperledger Fabric using Inter Planetary File 
System (IPFS), with the help of which the data is fetched by a 
deep learning agent for analyzing the EHR. This data-feeding 
record is shown using Algorithm 1. After this, an alert signal, 
as shown in Algorithm 2, is generated with the help of RNN-
LSTM for several activities, like the medical expert consulta-
tion and wellness schedule, to the sick person's registered 
device. 

The proposed work offers an efficient alert system by uti-
lizing different EHR characteristics. Some of the features 
naming Access control, Confidentiality, Interoperability, Da-
ta Integrity, Patient Data access and storage. Taking into ac-
count all of these characteristics, we can create a reliable 
alarm system that will allow for ongoing patient monitoring. 
The data reduction process is then completed to identify the 

best dataset model that has been suggested in order to maxim-
ize efficiency. 

D. Preprocessing Data 

Pre-processing data is a crucial task that must be com-
pleted. It aids in achieving the model's maximum efficiency. 
The dataset is now pre-processed through four significant 
phases, including: 

1. Cleaning of data 
2. Integration of data 
3. Changes to data 
4. Data minimization 
To obtain the pre-processed data needed to train the 

model, these four stages must be carried out in the correct 
order. The dataset is initially cleaned up by adding missing 
values, assigning null values, removing invasive data, resolv-
ing inconsistencies, and eliminating outliers. The data is then 
utilized for data integration, which is the process of combin-
ing data from various sources into one, more substantial data 
storage, like a data warehouse [21]. 
Algorithm 1: The creation and updating of health data on 
the Hyperledger Blockchain. 

Updating and storing data () Factors: (EHR) from a varie-
ty of sources result: 0 or 1. 

1. Process Store EHR 
2. For every 
3. EU1 contacts SP1 
4. If (role==Physician && permission== GRANT) then 
5. Make a SPV of the EHR in IPFS 
6. (Encrypt (HR)) PV Decryption 
7. Make Sk 
8. Send SPK (Sk), PPK (Sk), and SPV (Sk) Encrypted to 

SP1, PH1, and SPV 
9. Create Update () 
10. EHR [(Decrypt SPK (Encrypted SUK (EHR) + En-

crypt (SP1). 
11. Pan Commit (EHR) IPFS 

Fig. (3). Model of the system. (A higher resolution / colour version of this figure is available in the electronic copy of the article). 
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12. IPFS EHR hash 
13. Hash EHR, HyperledgerFabric Blocks 
14. Return 1 
15. Else 
16. Permission=Deny 
17. Return 0 
18. Exit if 
19. Exit for () 
20. Exit procedure Store_EHR 

E. Evaluation Metrics 

A variety of assessment indicators are employed to assess 
the effectiveness of our model. 

Accuracy = (TZ+AN) /(TZ+AN+UZ+CN ) (1) 
Precision = (TZ + UZ)/(TZ ) (2)  

Examining True Positive (TZ) units in relation to False 
Positive (UZ) units is the goal of precision. Examining True 
Positive (TZ) units in relation to unclassified False Negative 
(CN) units is the goal of recollection. The following equation 
gives the recall's arithmetic arrangement: 

Recall = TZ/(TZ + CN) (3) 
Using the F1-measure, which has a mean recall and preci-

sion, this problem is solved. One way to calculate F1-
measure is as follows: 

F1score is calculated as [2 (Precision * Recall)/ (Preci-
sion + Recall)] (4) 

The recall and accuracy of the performance evaluation 
may occasionally be subpar. A different algorithm is required, 
for instance, if a mining algorithm has a high precision but a 
low recall. Then the issue of which algorithm is more effi-
cient arises. 
Algorithm 2: Building a Hyperledger Blockchain alert for 
health records. 

1. Input: BLOCKCHAIN EHR 
2. Output: Dynamic suggestion 
3. An alternative way of action 
4. Initialize P and Q; 
5. Prepare the content of the items; 
6. For I to J do 
7. For each (P sample, Q sample) samples, do 
8. Train Autoencoder (P sample, Q sample); 
9. End 
10. Theta ← Autoencoder(P); 
11. PtP ← PTP; 
12. For each, I ǫ items do 
13. PtP ← PtP + αPOB ∗T POB + λQ I; 
14. Ptr ← (1+α) POBrOB+ λvtheta 

15. Qi ← Solve (PtP,Ptrob) 
16. End 
17. QtQ ← QTQ; 
18. Foreach q ǫ users do 
19. QtQ ← QtQ+α QOB∗T QOB+ λpI; 
20. Qtr ← (1+α) QOBrOB 
21. Pp ← Solve (PtP,Ptrob)  
22. Exit For 
23. Exit For each 

4. EXPERIMENTS & RESULT 

The personal alert system in the suggested model is cre-
ated for sick persons with registered mobile numbers. The 
alert is generated for certain events like the date of the next 
appointment, the prescription due date, the diet requirements, 
and the diagnostic data. Initially, the Blockchain’s IPFS pro-
tocol is used to store the patient's EHR. The Blockchain will 
increase the security and distribution of the data stored there. 

 
Fig. (4). Shows verified values & measures for LSTM. (A higher 
resolution / colour version of this figure is available in the electron-
ic copy of the article). 

 

 
Fig. (5). Shows verified values & measures for LSTM (Loss). (A 
higher resolution / colour version of this figure is available in the 
electronic copy of the article). 
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The deep learning mechanism, Long Short-Term 
Memory, retrieves the data that is kept on the Blockchain and 
uses it for analysis. A customized alarm system is sent to the 
registered cell phone number, and an extensive review of the 
sick person's electronic health record. The dataset's nine fea-
tures—Identification number, age, gender, illness, body 
weight, time of consultation, medication, analysis, and re-
gime specification—are used in the proposed work. 

 
 
 
 
 
 
 
 
 
 

Fig. (6). Shows verified values & measures for GRU. (A higher 
resolution / colour version of this figure is available in the electron-
ic copy of the article). 

To get correct findings, the taxonomical analysis is per-
formed using a number of features. Long-Short Term 
Memory (LSTM) and Gated Recurrent Unit (GRU), both Re-

current Neural Network approaches, are used in the study of 
the EHR. The list of acronyms is shown in Table 1, and the 
features employed in the model are shown in Table 2. As a 
result, Table 3 compares the precision, recall, and F1 score 
of the two combined Blockchain and Recurrent Neural Net-
works when analyzing the EHR. (Fig. 4) displays the train-
ing and testing results for the LSTM. The training curve is 
represented by the red line in the graph, while the testing 
curve is shown by the yellow line. Training curves begin at 
94% and increase to 94.6% after 51 epochs. The testing 
curve begins at 95%, increases to 98%, and then decreases to 
97%. (Fig. 5) displays the training and testing losses for the 
LSTM. The testing loss is shown in yellow, whereas the 
training loss is shown in red. The training loss starts out at 
0.26 and drops to 0.127 over time. 

The measurement for downfall begins at 0.20 and reaches 
0.074 with a time period. (Fig. 6) displays the results from 
the GRU training and testing, whereas “(Fig. 7) displays the 
results from the GRU training and testing in terms of losses. 
The training curve is shown in Fig. (5) as a red curve. The 
testing and training results for GRU range from 92% to 96%. 
Similar to this, the yellow curve showing the testing results 
for the LSTM starts at 95% and increases to 97.5%. (Fig. 7), 
shows the loss begins at 0.4 and starts to decline after 51 
iterations. Then, it approaches 0.2. The testing loss behaves 
similarly, starting at 0.3 and falling until it hits 0.06. 

According to Table 3, the LSTM model performs better 
than another model in terms of F1 score, recall, and preci-

Table 2. Characteristics used for model. 

Sequence Characteristics Data Type 

I Sick Person Identification Number 

II Sick Person Age Number 

III Sick Person Definite 

IV Sick Person Weight Number 

V Sick Person illness Definite 

VI Medicine schedule Text 

VII Next meeting time Date 

VIII Next examine time Date 

IX Balanced regime Specification Text 

Table 3. Description for Precision, Recall & F1 scores. 

Domain Mark Hyperledger Fabric (LSTM) Hyperledger Fabric (GRU) 

Precision 
Allowed 0.9877 0.9655 

Not Allowed 0.8943 0.9924 

Recall 
Allowed 0.9947 0.9987 

Not Allowed 0.7232 0.3744 

F1 Scores 

Allowed 0.9922 0.9724 

Not Allowed 
 

0.8277 
 

0.5524 
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sion. The accuracy, recall, and F1 measure scores for the Al-
lowed LSTM were 97%, 98%, and correspondingly. The pre-
cision, recall, and F1 measure scores for the Not Allowed 
class were 86%, 76%, and 80%, respectively. Although not 
as good as LSTM, the performance of other model named 
Integrated Blockchain-GRU is also went well. In Fig. (8), a 
contrast model is shown for both outputs. 

CONCLUSION 

The paper suggests using the Inter Planetary File System 
protocol and an integrated Blockchain-deep learning algo-
rithm to store the digital medical records in the Hyperledger 
Fabric platform to make data decentralized as well as secure 
and easily accessible. While storing data, an integrated ap-
proach of deep learning mechanism, namely Recurrent Neu-
ral Network techniques and Long-Short-Term Memory and 
Gated Recurrent Units, is used to assess the recorded digital 
health records for a sick person. This combined approach 
also sends an alert regarding medical advice, a schedule for 
medicine, any health wellness alert, and a regime specifica-
tion to the sick person's registered device. In this proposed 
study, the major concern lies in generating alarm on the basis 
of different attributes like age, gender, body weight, illness, 

medication chart, and meeting date. The LSTM outperforms 
the other models in terms of precision, recall, and F1 score, 
according to testing results. Although this work is realistical-
ly feasible, compared to the conventional model, the mainte-
nance cost is higher. The android calendar application and 
fitness apps can work together in the future to improve the 
alert system and offer a solution for a more affordable  
model. 

LIST OF ABBREVIATIONS 

EHR = Electronic Health Record 
EU1 = End User 
 PH1 = Physician 
PPK = Physician Private key 
SK = Session Key 
SP1 = Sick Person 
SPK = Sick Person Private Key 
SPV = Sick Person View of Data 
SUK = Sick Person Public Key 

 
Fig. (7). Shows verified values & measures for GRU(Loss). (A higher resolution / colour version of this figure is available in the electronic 
copy of the article). 

 
Fig. (8). Detailed analysis of LSTM & GRU. (A higher resolution / colour version of this figure is available in the electronic copy of the 
article). 
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